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User Commands setfacl (1)
NAME
setfacl - nmodify the Access Control List (ACL) for a file or
files
SYNOPSI S

setfacl [-r] -s acl _entries file
setfacl [-r] -nd acl _entries file

setfacl [-r] -f acl_filefile

DESCRI PTI ON
For each file specified, setfacl wll either replace its
entire ACL, including the default ACL on a directory, or it
will add, nodify, or delete one or nore ACL entries, includ-

ing default entries on directories.

When the setfacl command is used, it may result in changes
to the file permission bits. Wen the user ACL entry for
the file owner is changed, the file owner <class permssion
bits will be nodified. Wen the group ACL entry for the
file group class is changed, the file group class perm ssion
bits wll be nodified. Wen the other ACL entry is changed,
the file other class permission bits will be nodified.

If you use the chnod(1l) command to change the file group
owner permssions on a file with ACL entries, both the file
group owner perm ssions and the ACL mask are changed to the
new permni ssions. Be aware that the new ACL mask permi ssions
may change the effective permissions for additional wusers
and groups who have ACL entries on the file.

A directory may contain default ACL entries. If a file or
directory is created in a directory that contains default
ACL entries, the newly created file wll have perm ssions
generated according to the intersection of the default ACL
entries and the pernissions requested at creation tine. The
umask(1l) will not be applied if the directory contains
default ACL entries. If a default ACL is specified for a
specific wuser (or users), the file will have a regular ACL
created. Gtherwi se, only the node bits will be initialized
according to the intersection described above. The default
ACL shoul d be thought of as the maxi num di scretionary access
perm ssions that may be granted.

acl _entries Syntax _ )
For the -mand -s options, acl_entries are one or nore
conmma- separated ACL entri es.

An ACL entry consists of the following fields separated by

col ons:
entry_type
Type of ACL entry on which to set file perms-
sions. For exanple, entry type can be user (the
owner of a file) or mask (the ACL nmask).
uid or gid

User nane or wuser identification nunber. O,
group name or group identification nunber.

perns Represents the permissions that are set on
entry_type. perns can be indicated by the sym
bolic characters rwx or a nunber (the sane per-
m ssi ons nunbers used with the chnmod conmmand).

The following table shows the valid ACL entries (default
entries may only be specified for directories):

ACL Entry Descri ption

u[ser]::perns Fil e owner perm ssions.

gl roup] :: perns File group owner perm ssions.
o[ther]: perns Perm ssions for wusers other than

the file owner or nmenbers of file
group owner.
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nl ask] : per ns The ACL mask. The mask entry 1ndi-
cates t he maxi mum  perm ssions
allowed for users (other than the
owner) and for groups. The mask is
a quick way to change pernissions
on all the users and groups.

u[ ser]: uid: perns Perm ssions for a specific user.
For wuid, you can specify either a
user nanme or a nuneric U D.

g[ roup] : gi d: per s Perm ssions for a specific group.
For gid, you can specify either a
group nanme or a numeric G D.

dlefaul t]:u[ser]::perns Default file owner pernm ssions.

dlefaul t]:g[roup]::perms Default file group owner pernis-
si ons.

dlefault]:o[ther]: perns Def aul t permi ssions for users other

than the file owner or nenbers of
the file group owner.

dlefaul t]: nfask]: perns Default ACL nmask.

dlefaul t]:u[ser]:uid:permns Default permissions for a specific
user. For uid, you can specify
either a user name or a nuneric
Ul D.

d[efaul t]:g[roup]: gid: perns Default permissions for a specific
group. For gid, you can specify
either a group name or a nuneric
G D

For the -d option, acl_entries are one or nore conmae-
separated ACL entries wthout permi ssions. Note that the
entries for file ower, file group owner, ACL nmask, and oth-
ers may not be del eted.

OPTI ONS
The options have the foll ow ng nmeani ng:

-d acl _entries
Del etes one or nore entries fromthe file. The entries
for the file owner, the file group owner, and others
may not be deleted fromthe ACL. Notice that deleting
an entry does not necessarily have the same effect as
renoving all permi ssions fromthe entry.

-f acl _file
Seta a file’s ACL with the ACL entries contained in
the file nanmed acl_file. The sane constraints on
specified entries hold as with the -s option. The
entries are not required to be in any specific order

inthe file. Also, if you specify a dash '-' for
acl _file, standard input is wused to set the file's
ACL.

The character "#" in acl _file may be used to indicate
a coment. Al characters, starting with the "#" until
the end of the line, will be ignored. Note that if the
acl _file has been created as the output of the get-
facl (1) command, any effective perm ssions, which wll
followa "#", will be ignored.

-macl _entries

Adds one or nbre new ACL entries to the file, and/or
nodi fies one or nore existing ACL entries on the file.
If an entry already exists for a specified uid or gid,
the specified pernissions wll replace the current
pernmissions. If an entry does not exist for the speci-
fied uid or gid, an entry will be created. Wen using
the -moption to nodify a default ACL, you nust
specify a conplete default ACL (user, group, other,
mask, and any additional entries) the first tine.

-r Recal cul ates the permissions for the ACL mask entry.
The permissions specified in the ACL nask entry are
i gnored and repl aced by the nmaxi num perni ssi ons neces-
sary to grant the access to all additional user, file
group owner, and additional group entries in the ACL.
The pernmissions in the additional user, file group
owner, and additional group entries are | eft
unchanged.
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-s acl _entries
Sets a file's ACL. All old ACL entries are renpved and

replaced with
need not

the newy
be in any specific order. They will be sorted

specified ACL. The entries

by the comuand before being applied to the file.

Required entries:

o

o

Exactly one
owner .

Exactly one
owner .

Exactly one

If there are additiona

Exactly one
mask that
al |l owed for
groups.

Must not be
ui d.

Must not be
sane gid.

If fileis a directory,
may be specified:

o
o

There

tional

t he

Exactly one
owner .

Exactly one

group owner.

Exactly one

Exactly one

user entry specified for the file

entry for the file

group group

other entry specified.
user and group entries:
mask entry specified for the ACL

indicates the nmaxi num perm ssions
users (other than the owner) and

duplicate user entries with the sane

duplicate entries with the

group

the following default ACL entries

default wuser entry for the file

default group entry for the file

default mask entry for the ACL mask.

default other entry.

may be additional default user entries and addi-
default group entries specified, but there may
not be duplicate additional default user entries wth

same uid, or

the sane gid.

EXAMPLES

duplicate default group entries with

Exanpl e 1: Adding read perm ssion only

The follow ng exanpl e adds one ACL entry to file abc

whi ch

gi ves user shea read perm ssion only.

setfacl -muser:shea:r--

abc

Exanpl e 2: Replacing a file's entire ACL

The followi ng exanple replaces the entire ACL for the file

abc, which

gives shea

read access, the file owner all

access, the file group owner read access only, the ACL mask

read/ wite access

setfacl -s user:shea:rwx, user::rwx, group::rw, mask:r--, other:

and ot hers no access.

Notice that after this command, the file pernmission bits are

WK - - - - - .

Even though

read/ wite perm ssions,

only read

per ni ssi ons.
maxi mum perm ssi ons available to al

group ACL entries. Once
access, the mask limts it to have only read
The ACL mask entry is a quick way to limt or
to all the user and group entries in an ACL. For

set with all
per m ssi ons.

open access
exanpl e,

access.

the file group owner was set with
the ACL nmask entry limts it to have
The mask entry al so specifies the
additional wuser and
agai n, even though the user shea was

by changing the mask entry to read/wite, both the
file group owner and user shea would be

given read/wite

abc
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Exanpl e 3: Setting the sane ACL on two files

The followi ng exanple sets the sane ACL on file abc as the
file xyz.

getfacl xyz | setfacl -f - abc
FI LES
[ et c/ passwd
password file

[ etc/ group

group file
ATTRI BUTES
See attributes(5) for descriptions of the following attri-
but es:
| ATTRI BUTE TYPE ATTRI BUTE VALUE
I
| Availability SUNWsu
I
SEE ALSO
getfacl (1), urmask(1), acl check(3SEC), acl sort (3SEC) ,

group(4), passwd(4), attributes(5), chnod(1)

SunCs 5.9 Last change: 11 Dec 2001
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